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1
Decision/action requested

Approve the pCR below
2
References

3

Rationale

Propose a new key issue on data communication security between AIoT Device and 5G network.

4
Detailed proposal
*** BEGIN CHANGES ***
5.X
Key issue #X: Data communication protection
5.X.1
Key issue details 

For the study of 5G Ambient IoT systems, there are following architecture requirements in TR 23.700-13 [4]:
-
Support for AIoT Services needs to adhere to the nature of the AIoT Devices (e.g. ultra-low complexity, power, cost and resource-constrained).

-
Support of the security aspects needs to consider the nature of the AIoT Devices (e.g. ultra-low complexity power, cost and resource-constrained) while addressing e.g. confidentiality, integrity, etc.
Due to the limitations in power, computing, and storage capabilities of AIoT Devices, the existing security mechanisms specified in TS 33.501 [4] may not be able to meet the requirements of AIoT systems. Therefore, from the perspective of data communication security, at least (but not limited to) the following issues need to be studied:
-
New architecture and procedure may be developed for AIoT systems, which may result in existing data communication security methods no longer being applicable.
-
AIoT Devices are stateless, and existing Secure Mode Command (SMC) procedures and communication security mechanisms may no longer be applicable.
5.X.2
Security threats

-
If there is no data communication protection between AIoT Device and 3GPP network, it may cause issues such as eavesdropping, data tampering, etc.
5.X.3
Potential security requirements

The 3GPP system shall support means to provide confidentiality, integrity, and anti-replay protection for data communication between the AIoT Device and the 5G network.
*** END OF CHANGES ***

